
Neo4j - Monitoring Best 
Practices



Agenda
• Neo4j Monitoring:

• Monitor the Process

• Monitor the Logs

• Halin

• Neo4j Metrics

• Monitoring of JVM - disk 

utilization, CPU utilization and 

memory utilization

• Query Management

• Transaction Management 

• Connections Management

• Monitoring of cluster endpoints



• Is the Process Running? (Red light/Green light)

• Is the http/https/bolt port reachable?

• Is the database reachable?

Monitor the Process



Neo4j logs
https://neo4j.com/docs/operations-manual/current/monitoring/logging/#logging
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Configuration
dbms.logs.<log>.enabled

               .rotation.delay 

      .keep_number

      .size

               .level (for security & debug)

dbms.logs.query.threshold

               .parameter_logging_enabled

               .time_logging_enabled

               .allocation_logging_enabled

               .page_logging_enabled

Log File Description

neo4j.log The standard log, where general information about Neo4j 
is written. Not written for Debian and RPM packages. 
a.k.a. “user log”.

debug.log Information useful when debugging problems with Neo4j.

http.log Request log for the HTTP API.

gc.log Garbage collection logging provided by the JVM.

query.log Log of executed queries that takes longer than a specified 
threshold.

security.log Log of security events.

https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_dbms.logs.gc.enabled
https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_dbms.logs.user.rotation.delay
https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_dbms.logs.debug.level
https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_dbms.logs.query.threshold


• Parse for specific strings

• Integrate with log monitoring tools - Splunk, stackdriver etc..

• Configuring Stackdriver for Neo4j

Monitor the Logs

https://medium.com/neo4j/configuring-stackdriver-logging-for-neo4j-vms-on-gcp-d175f32e2e1b


Essential log events
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debug log
“ERROR” messages

2020-07-05 20:07:10.245+0000 ERROR [o.n.c.p.h.HandshakeServerInitializer] Exception in ...

Leader elections
2020-06-25 11:18:11.920+0000 INFO [o.n.c.c.c.RaftMachine] Election started ...

Restarts

2020-10-12 12:09:21.880+0000 INFO [o.n.i.d.DiagnosticsManager]                              [ System diagnostics ]  

query log
“ERROR” messages, long running queries (ex: >10s)

memory usage, page cache hits...



• https://neo4j.com/labs/halin/

• Halin is a cluster-enabled monitoring tool for Neo4j, that provides insights into live 

metrics, queries, configuration and more

Halin

https://neo4j.com/labs/halin/


Neo4j metrics
https://neo4j.com/docs/operations-manual/current/monitoring/metrics/
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types
Groups of metrics

Global (per DBMS) neo4j.<group>.<metric>

per database neo4j.<db>.<group>.<metric>

published as
CSV

Graphite

Prometheus endpoint

JMX

Configuration
metrics.enabled

metrics.neo4j.pagecache.enabled

metrics.bolt.messages.enabled

…

metrics.jvm.gc.enabled

metrics.csv.enabled=true       

metrics.graphite.enabled=true

                .server=graphitehost:2003

metrics.prometheus.enabled=true

                  .endpoint=localhost:2004

metrics.jmx.enabled=true

https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_dbms.logs.gc.enabled
https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_dbms.logs.gc.enabled
https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_metrics.bolt.messages.enabled
https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_metrics.bolt.messages.enabled


Essential metrics
https://neo4j.com/docs/operations-manual/current/monitoring/metrics/reference/#metrics-reference
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System (collectd)
cpu usage, available memory

free disk space, open file handles

Neo4j metrics
memory heap usage, direct memory usage, GC pauses

page cache hit ratio, usage

transactions active R/W Tx, rollbacks, peak concurrent

checkpoint time

cypher replanning events

data ids in use

cluster who is leader, last txID



Sample Metrics to Monitor



Sample Metrics to Monitor



Sample Grafana Dashboard



• Monitoring JVM
• Recommend to monitor CPU, memory utilization, disk utilization, 

heap usage and Garbage Collection (gc)

• Customers can use third party tools like DataDog, AppDynamics etc to 

monitor the JVM utilization

Monitoring - JVM 



Query Logging

• Query Logging Best practice 
• Enable query logging 

• Default is to log all queries but it is recommended to log for queries exceeding a certain 

threshold.

• Helps with analysis of long running queries and does not impact system performance

• Logs 
• Allocated bytes for the executed query

• Page hits and page faults for the executed query

• Parameters for the executed query (though can be disabled to not display those in case of 

sensitive information)

• Logs detailed timed information for executed query (CPU time, IO time etc..  - this parameter 

does impact performance so only recommended when required)



Query Management

• For Monitoring 
• list of Active Queries  - Call dbms.listQueries()

• list of Active Transactions using - Call dbms.listTransactions()

• list of Active Connections - Call dbms.listConnections()

• List of Active locks - call dbms.listActiveLocks(queryId)

• For Terminating

• A single query - call dbms.killQuery(queryId)

• Multiple queries - call dbms.killQueries(<list of queryIds>)

• Single Transaction - call dbms.killTransaction(transactionId)

• Multiple transactions - call dbms.killTransactions(<list of transaction ids>)

• Single Connection - call dbms.killConnection(connectionId)

• Multiple Connections - call dbms.killConnections(list of connection ids)



Transaction Management

• Transaction Management Best Practice
• Configure Neo4j to terminate transactions whose execution time has exceeded the configured 

timeout. 

• dbms.transaction.timeout=10s

• Can set this dynamically on each instance (Read Replicas only if required)

– Call dbms.setConfigValue('dbms.transaction.timeout','10s')

• An executing transaction may get stuck while waiting for some lock to be released by another 

transaction. To kill that transaction and remove the lock set 

• dbms.lock.acquisition.timeout=10s

• Cannot be set dynamically

• Best practice is to use both the `dbms.transaction.timeout` and `dbms.lock.acquistion.timeout` 



Causal Cluster Monitoring - Using Stored Procedure

• Find the Role of cluster member
• CALL dbms.cluster.role()

• Gain an overview over the instances in the cluster

• CALL dbms.cluster.overview()
• Get Routing Recommendations

• CALL dbms.cluster.routing.getServers()



Causal Cluster Monitoring - Using APIs
A unified set of endpoints exist, both on Core Servers and on Read Replicas, with the following behavior:

● /db/{dname}/cluster/writable — Used to direct write traffic to specific instances.

● /db/{dname}/cluster/read-only — Used to direct read traffic to specific instances.

● /db/{dname}/cluster/available — Available for the general case of directing arbitrary request types to 

instances that are available for processing read transactions.

● /db/{dname}/cluster/status — Gives a detailed description of this instance’s view of its own status within 

the cluster. Useful for monitoring and coordinating rolling upgrades. 

● Note - If authentication and authorization is enabled in Neo4j, the Causal Clustering status endpoints will 
also require authentication credentials. For some load balancers and proxy servers, providing this with the 
request is not an option.

dbms.security.causal_clustering_status_auth_enabled=false

https://neo4j.com/docs/operations-manual/3.5/reference/configuration-settings/#config_dbms.security.causal_clustering_status_auth_enabled

