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Official AMIs &,

Ubuntu based

file locations:

/var/lib/neo4j/data
/usr/bin
/etc/neodj/neodj.conf
/var/log/neody/

APOC included
Config via tags

Instance:

Description Status Checks

Add/Edit Tags

Key

Name

dbms_ssl_policy_cluster_enabled

i-081b3af411e83fb81 (#8435)

Private IP: 172.31.18.228

Tags

Value

#8435

false

aws

Services v

@ New EC2 Experience
Tell us what you think

EC2 Dashboard new
Events n
Tags
Reports
Limits
¥ INSTANCES
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts new
Scheduled Instances
Capacity Reservations
¥ IMAGES
AMis

Bundle Tasks

Resource Groups v

[—

Public images v ()

EC2 Image Builder

Actions v

search : neo4j-enterprise

AMI Name

neodj-enterprise-1-3.5.12-apoc 2019-11-06T11_59_45Z
neodj-enterprise-1-3.5.13-apoc 2019-11-27T01_02_26Z
neodj-enterprise-1-3.5.14-apoc 2019-12-18T09_51_09Z
neoéj-enterprise-1-3.5.16-apoc 2020-03-13T02_10_55Z
neodj-enterprise-1-3.5.2-apoc 2019-02-14T09_02_18Z
neodj-enterprise-1-3.5.3-apoc 2019-02-27T06_24_12Z
neodj-enterprise-1-3.5.5-apoc 2019-05-09T03_08_08Z
neoéj-enterprise-1-3.5.7-apoc 2019-07-09T12_12_47Z
neodj-enterprise-1-3.5.8-apoc 2019-08-07T01_43_55Z
neoéj-enterprise-1-3.5.8-apoc 2019-09-18T11_44_10Z
neodj-enterprise-1-3.5.8-apoc 2019-09-19T11_23_28Z
neodj-enterprise-1-3.5.8-apoc 2019-10-09T12_51_07Z
neodj-enterprise-1-4.0.2-apoc 2020-04-07T11_28_54Z
neodj-enterprise-1-4.0.3-apoc 2020-04-16T08_13_39Z
neodj-enterprise-1-4.0.4-apoc 2020-05-05T07_06_34Z
neodj-enterprise-1-4.0.5-apoc 2020-06-04T03_13_51Z
neodj-enterprise-1-4.1.0-apoc 2020-06-24T10_00_48Z

search : 385155106615

Add filter

AMI ID

ami-04276280ea4d49cde
ami-011471a6490162a3b
ami-0fe5a32533c9752d8
ami-0a892afdfb72020fc
ami-0874fbb76111a08a0
ami-0572a469fb0d71326
ami-06fe04e79c4086e79
ami-04e737927836145f0
ami-04806095f9a381af2
ami-04868a4cbed24c3fd
ami-0220ca9684ba49514
ami-07949acc2fa9f9936
ami-0bd57800249f338f4
ami-075216ff315e83b84
ami-0c8405282e5f7792¢
ami-0d0556e9882307a8a
ami-0e3c7c3ddaf9cb758

Source

385155106615/1
385155106615/1
385155106615/1
385155106615/1
385155106615/
385155106615/1
385155106615/
385155106615/1
385155106615/
385155106615/1
385155106615/
385155106615/1
385155106615/
385155106615/1
385155106615/
385155106615/1
385155106615/1
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AWS Marketplace o/

Neo4j Enterprise Causal Cluster _ Continue toSubscribe

‘ By: Neo4j(# Latest Version: 4.1.1 S5ve o [Lisk

Neo4j is an open-source, NoSQL, native graph database that provides an ACID-compliant
transactional backend for your applications. The Enterprise Edition includes all that Community

Typical Total Price

v Show more $0'1 33/hl‘
. . Total pricing per instance for services
Linux/Unix  Y¥7r7ey¥7r 0 AWS reviews | 39 external reviews (&) hosted on r4.large in US East (N.
Virginia). View Details
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CloudFormation template

CloudFormation templates ?V/PC @ \ @

https://neo4j.com/developer/kb/deploy-aws-cloudformation/
hosted zone route table network access ;’m’\:l‘:;

control list

http://neod4j-cloudformation.s3.amazonaws.com/neo4j-enterprise
-stack- $VERSION .json

e New virtual private cloud (VPC)
e Upto7Cores &5 Read Replicas &
e Spread across availability zones 'h Cores

.

n Cores h Cores

i Replicas . | Replicas | Replicas

L

K VPC subnet 1 / \ VPC subnet 2 / \ VPC subnet 3 % aws
p —

neoqj




CloudFormation - Stack creation

aws cloudformation create-stack \ Crecs ~+~-!- .
Specify stack details
--stack-name myStack \
-—template-body file://neodj-enterprise-
--parameters ParameterKey=ClusterNodes, P
ParameterKey=ReadReplicas,P [ |msu« .
ParameterKey=InstanceType, P [E e e e J
ParameterKey=VolumeSizeGB, P barameters
ParameterKey=VolumeType, Par | Spe  rumetesareacinadinyou tampiate andalowyou ot stom ahes whenyou csste or upistea sac
ParameterKey=NetworkWhiteli N

ParameterKey=Password, Param Tem (useods

Number of core cluster node VMs

nre Stack name

Stack name

Selec
ParameterKey=SSHKeyName, Par [E E : W
——capabilities CAPABILITY NAMED IAM I
- — Ama

[ 117

Amazon EC2 Configuration

InstanceType
EC2 instance type

‘ r4.large v

VolumeType
What kind of storage to attach l

‘ gp2 v

7 VolumeSizeGB )L|J

How much EBS storage is allocated to each cluster node, in GiB

e 100 : B
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Sizing

data size hardware
requirements

AWS
instance type

8
workload F D]] o

: neo




Sizing memory

JVM hea p dbms .memory.heap.max size

[4GB - 30GB]
concurrent transactions, large writes, aggregations?

dbms.memory.transaction.global max size [4.1]

Page CaChe dbms .memory.pagecache.size
[30% - 100%)] of store size (ideally 100%)

hot set?

Other

network buffers : concurrent connections
lucene indexes

OS headroom

10

Page Cache
Cached graph data (and indexes)

Off-Heap
Direct Memory
Buffer pools, NIO buffers, Socket
Buffers (receive/send)
JVM Internals
Thread stacks, Codecache,
Metaspace/PermGem, GC, etc
Heap

Max Heap (-Xmx)
Query execution, graph ma
transaction state*

Initial Heap (-Xms)

Physical
Memory

Neodj



https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_dbms.memory.heap.max_size
https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_dbms.memory.transaction.global_max_size
https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_dbms.memory.pagecache.size
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Sizing disk

Store size

# of nodes, relationships, properties
# of indexed properties

IOPS

access patterns

sequential writes & random reads

important if

- pagecache < data (cache misses on reads)
- data changes a lot (heavy writes)

dbms.checkpoint.iops.limit

https://neo4j.com/hardware-sizing-calculator
Estimated Graph Size

The calculator can estimate your memory requirements with
the following input:

You can use suffixes k, m, g or b to denote larger values, e.g. 10m.

Nodes
5,000,000

Relationships

25,000,000

Properties per Node

5

Properties per Relationship

5

neoqj



https://neo4j.com/docs/operations-manual/current/reference/configuration-settings/#config_dbms.checkpoint.iops.limit

Other sizing Considerations

CPU O Network
concurrent transactions amount of data read (or written)

each transaction runs in a thread baCkU pS

number of cores determines parallelism

) ) & Intra-Region Data Transfer
irregular traffic patterns?

burstable instance }}+ i -

tied to Neo4j licence
12 neoéj




Choosing Storage
Instance Store EBS EFSNFS

« ephemeral « persistent
. only for clusters where data is o Speed
repllgated « provisioned IOPS (io1/io2) = next fastest
* new instances need to be seeded from _ .
backup * gp2(100-16000 IOPS depending on size)
. fastest ° price
. gp2 : 50$/month*
' p I'IC@ included with instance i01/io2 : 62.5%/month + 65$ per 1000 IOPS

* current prices for 500GB in region US-East

Tips LD\
. SSD, NVMe D]]
e several drives

13 « separate drives for transaction logs vs data store; RAID striping




Choosing Instance types

(x86 only)
General purpose Memory-optimized
for high transaction loads for large data sets
LLLLIL LLLILI
- M5 = or m5d for Instance Storage 1 R5 E or r5d for Instance Storage
-IIIII- -IIIII-
N e high memory/CPU ratios
IX1efE up to 4TB RAM
for irregular traffic patterns 1 -  large pagecache
LLLLI
- . burstable CPU N .
I T3E  onlyupto32cB 113 f  verylarge disks
TTTTT - - smaller page cache
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Example 1

Very Small data set

10M nodes / 50M relationships / 200M properties

l https://neo4j.com/hardware-sizing-calculator

size on disk ~10GB

. Medium concurrency, with spikes

l

JVM heap 8GB

~10GB data store

lfully in cache +20% for growth
page cache 12GB
L +VM heap 8GB

l+OS overhead 20%
requires 25GB RAM

!
t3.2xlarge + EBS

-l 8 vCPUs ~253%/month
1 T3 [ 32GBRAM |
(®neoy)




Example 2

Small data set
30M nodes / 150M relationships / 600M properties

l https://neo4j.com/hardware-sizing-calculator

size on disk ~30GB

Y Medium concurrency

l

JVM heap 8GB

16

~30GB data store

lfully in cache +20% for growth
page cache 36GB
L +VM heap 8GB

l+OS overhead 20%
requires 55GB RAM

!
r5.2xlarge + EBS

S 8 vCPUs ~388%/month
1 RS E  64GBRAM |
-IIIII- neOAJ




Example 3

Medium data set
100M nodes / 500M relationships / 2000M properties

l https://neo4j.com/hardware-sizing-calculator

size on disk ~100GB

W Low concurrency

l

JVM heap 8GB

17

~100GB data store

l3/4 in cache
page cache 75GB
L +VM heap 8GB

l+OS overhead 20%
requires 104GB RAM

!

x1e.xlarge + EBS

11001
- 4 vCPUs
XT1eE 155 G RAM

~634%$/month

neoqj



Example 4

Large data set
300M nodes / 1500M relationships / 6000M properties

l https://neo4j.com/hardware-sizing-calculator

size on disk ~300GB

il Very high concurrency
!

JVM heap 30GB

18

~300GB data store

lSO% in cache
page cache 150GB
L +IVM heap 3068

l+OS overhead 20% + network buffers 5GB
requires 230GB RAM

!

m5d.16xlarge

S 64 vePUSs ~2639%/month

M5 E 256 GB RAM |
neo
T 4 X 600 NVMe SSD o




Example 5

Very Large data set

3000M nodes / 15000M relationships / 60000M properties

l https://neo4j.com/hardware-sizing-calculator

size on disk ~3TB

!

at least 4TB of disk

disk must be fast : high cache miss ratio likely

W Very high concurrency
|

19 JVM heap 30GB

~3TB data store

!

page cache 350GB
L +IVM heap 3068

l+OS overhead 20% + network buffers 5GB
requires 480GB RAM

!

i3.16xlarge
A 64 vCPUs ~3644%/month
4 13 £ 488 GBRAM

T 81,900 NVMe SSD - f@neoy
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Network Configuration

VPCin 1 region

1 Subnet in each AZ
instances spread over AZs for High Availability

Security Groups

intra-cluster traffic : TCP 5000, 6000, 7000, 6362, 7688
external traffic: 7687, 7474/7473 => IP whitelisting

DNS

cluster name : 1 ‘A record’ for each core instance
client URL neo4j://clustername:7687

neoqj




Network - BOLT Client routing

Use C“ent o Uting bolt+routing:// or neo4j:// schemes

BOLT Client/driver :

* maintains routing table

* routes writes to leader

« routes reads to follower & replicas

« uses least-connected load balancing strategy

WRITE

A\ No Load Balancer - direct access client => servers READ b,C
ROUTE a, b, ¢
Client

21
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Operations
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Backup

« use neo4j-admin backup
« volume snapshots can't guarantee consistent backups

. AWS Backup

 avoid running on core instances
* runon a separate Neo4j instance,
« & hitthe backup endpoint (of a RR preferably, or follower...)
« oronaRead Replica
« & hitthe local backup endpoint

- storage

« S3 (lifecycle for retention policy)
« EBS volume (required for incremental backup)

neoqj




Backup examples

e on-demand EC2 instance “neodj-admin backup

target

cloud-init
-attach EBS volume

-copy to s3 bucket
' p4j cluster instances

o

Cloudwatch
schedule

* AWS Batch

E3

I

]

Rule

target

lambda function
S3 bucket

EC2 backup instance
lifecycle policy

Neo4j AMI, EBS volume

I

%0 w0

Cloudwatch Rule AWS Batch Job It\)ligljl;]?mc;;eta;:prpe d EBS volume
schedule : :
24 ‘ ﬂeOAJ
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Self healing
Auto Scaling Groups

¢& Use to maintain cluster size.
T NOT scaling up/down.

° 1 ASG fOF core |nStanceS desired capacity=min=max=3

=> Core launch template
dbms .mode=CORE

° 1 ASG fOF Read RephcaS desired capacity=min=max=N

=> RR launch template
dbms .mode=READ REPLICA

neoqj




Self healing

Stable Network identity

» required for cluster discovery

causal clustering.initial discovery members=core0:5000,corel:5000, core2:5000

* Dynamic DNS

Dynamic DNS provider cloud-init
or update DNS Records in a Route53 Hosted Zone on instance startup (cloud-init) -update DNS record
Low TTL -get latest backup

-restore from backup

Data seeding for new instances

* new empty instance needs to catch up
~= DoS attack on cluster for large databases

« restore from a backup instead (cloud-init)

catch up from the cluster only for the remainder




